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Fraud, Waste and Abuse Policy

1.0 Introduction

The Public Safety Personnel Retirement System (PSPRS) is committed to maintaining a highly ethical
environment and preventing or detecting any misuse of pension assets.

2.0 Purpose/Objective

The purpose of this policy is to create awareness of the mechanisms for reporting any allegation of
fraud, waste, abuse or unethical behavior received from any source, whether internal (employees) or
external (members, employers, vendors, etc.), and received from any form of communication or
knowledge.

PSPRS, recognizing the importance of protecting its assets, operations, members, employers,
employees, and the System against financial risks, pension fraud, operational breaches and unethical
activities, has created a fraud, waste and abuse policy and developed an Integrity Hotline program.
This policy is intended to provide all stakeholders, both internal and external, with the knowledge that
allegations of impropriety will be investigated objectively, fairly, and promptly, while protecting the
person reporting allegations of impropriety against actions of reprisal or retaliation.

3.0 Authority

Arizona Revised Statutes (A.R.S.)

A.R.S. § 38-849 Violation (in part)
B. A person who knowingly makes any false statement or who falsifies or permits to be falsified
any record of the system with an intent to defraud the system is guilty of a class 5 felony.

A.R.S. § 38-532. Prohibited personnel practice
A. ltis a prohibited personnel practice for an employee who has control over personnel actions
to take reprisal against an employee for a disclosure of information of a matter of public
concern by the employee to a public body that the employee reasonably believes evidences:
1. A violation of any law.
2. Mismanagement, a gross waste of monies or an abuse of authority.

4.0 Scope

The scope of this policy includes, but is not limited to, PSPRS employees, Trustees, active members,
retirees, beneficiaries, employers, local boards, contractors, consultants, vendors, business units,
investment partners and business partners associated with PSPRS.

PSPRS provides instructions on how to report suspected fraud, waste, abuse and unethical behavior
incidents that relate to the System.
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5.0 Definitions

5.1 Abuse: Behavior involving the use of government funds or property that a prudent
person would not consider reasonable and necessary business practice given the facts
and circumstances.

5.2 Employees: All officers and employees of this state, whether in covered service or
uncovered service, unless otherwise prescribed.

5.3 Fraud: An intentional deception that violates a law or the public trust for personal benefit
or the benefit of others.

54 Executive Team: Includes PSPRS’ Administrator, Deputy Administrator, Assistant
Administrator/General Counsel and Chief Investment Officer.

5.5 Waste: Behavior involving the extravagant, careless, or needless use of government
funds, property or personnel.

6.0 Preventing Fraud, Waste, and Abuse
6.1 Maintaining an Ethical Environment

All levels of PSPRS management are responsible for maintaining a work environment that
promotes ethical and honest behavior on the part of, but not limited to, employees, Trustees,
active members, retirees, beneficiaries, employers, local boards, contractors, consultants,
vendors, business units, investment partners and business partners associated with PSPRS.

To do so, PSPRS management models and promotes ethical practice and communications skills
for employees and others as indicated in the PSPRS HRS-POLICY-013 Standards of Conduct
and Arizona State Personnel System Employee Handbook.

PSPRS management demonstrates, through words and actions, that unethical behavior will not
be tolerated.

6.2 Implementing Effective Internal Control Systems

PSPRS management has the responsibility to establish and implement internal control systems
and procedures to prevent and detect irregularities, including fraud, waste and abuse.

Internal controls are processes performed by PSPRS management and employees to provide
reasonable assurance of:

6.2.1 Safeguards over PSRPS assets and resources, including, but not limited to,
cash, securities, investments, supplies, equipment, property, records, data or

electronic systems;

6.2.2 Effective and efficient operations;
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6.2.3 Reliable financial and other types of reports; and
6.2.4 Compliance with laws, regulations, contracts, and policies.

To determine whether internal controls are effective, PSPRS management performs periodic risk
and control assessments, which should include the following activities:

6.2.5 Review the operational processes of the unit under consideration;
6.2.6 Determine the potential risk of fraud, waste, or abuse inherent in each process;

6.2.7 Identify the controls included in the process (or controls that could be included)
that result in reduction in the inherent risk;

6.2.8 Assess whether there are internal controls that need to be improved or added to
the process under consideration; and

6.2.9 Implement controls or improve existing controls that are determined to be the
most efficient and effective for decreasing the risk of fraud, waste, or abuse.

Current processes may already include a number of internal controls, however these controls
should be continually monitored or reviewed, by appropriate management, for adequacy and
effectiveness on a regular basis and improved as needed. Typical examples of internal controls
may include, but are not limited to;

6.2.10 Adequate separation of duties among employees;

6.2.11 Sufficient physical safeguards over cash, supplies, equipment and other
resources;

6.2.12 Appropriate documentation of transactions;
6.2.13 Independent validation of transactions for accuracy and completeness;

6.2.14 Documented supervisory review and approval of transactions or other activities;
and;

6.2.15 Proper supervision of employees, processes, projects or other operational
functions.

6.3 Reviews of Internal Control Systems

Audits or other independent reviews may be performed on various components of internal controls
systems when deemed necessary by the Board or Administrator.

6.4 Internal Audits
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6.4.1 The PSPRS Internal Audit Office is responsible for assessing the adequacy and
effectiveness of internal controls that are implemented by management and often
recommend control improvements as a result of that assessment.

6.4.2 During an audit of an area or process, the Internal Audit Office also performs
tests designed to detect fraud, waste or abuse that may have occurred.

6.5 External Audits

6.5.1 The State of Arizona Auditor General or other contracted external auditors may
perform periodic financial, operational and performance audits of PSPRS.

6.5.2 One purpose of this type of audit is to evaluate PSPRS’s internal controls, which
often result in recommendations for control improvements.

6.5.3 The external auditors also perform tests designed to detect fraud, waste or abuse
that may have occurred.

6.6 Other Reviews

6.6.1 Various processes may be subject to audits or reviews by federal, state or other
outside agencies based on the type of program, function or funding.

6.6.2 Although audits and reviews may include assessments of internal controls, the
primary responsibility for prevention and detection of fraud, waste or abuse
belongs to PSPRS management.

PSPRS management should proactively review internal controls whether or not audits or other
reviews are scheduled in order to ensure controls mitigate risk appropriately and align within the
risk appetite of PSPRS.

7.0 Reporting Fraud, Waste and Abuse

PSPRS provides reporting mechanisms for suspected fraud, waste, abuse and unethical behavior
by, but not limited to, employees, Trustees, active members, retirees, beneficiaries, employers, local
boards, contractors, consultants, vendors, business units, investment partners and business partners
associated with PSPRS.

71 Responsibility for reporting fraud, waste, abuse or unethical behavior.

7.1.1  Anyone having knowledge that a theft, forgery, or any other act of unlawful or
unauthorized taking, or abuse of, public money, property, services, or other
shortages of public funds has occurred shall report the information immediately,
preferably via the PSPRS Integrity Hotline, the Chief Compliance Officer, the
Chief Internal Auditor, their direct PSPRS supervisor/manager, or the PSPRS
Board of Trustees Operations, Audit and Governance Policy Committee Chair.
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PSPRS provides a means for employees and others to report such matters,
which are validated and subsequently reported, to the Arizona ADOA GAO,
Auditor General, and Attorney General’s offices, as appropriate. Refer to
Methods of Reporting Fraud, Waste, Abuse or Unethical Behavior in this section
for additional information.

7111 If employees or others are unsure of whether information, allegations,
or accusations received or witnessed are fraudulent, they should
either contact their supervisor/manager, the Chief Compliance Officer
or the Chief Internal Auditor for further assistance.

7.1.2 PSPRS management with the knowledge of fraud, waste, abuse or unethical
behavior should report such incidents immediately, regardless of whether the
incident was observed by them directly or reported by an employee.

7.1.3 Others, including contracted management and staff, with a reasonable basis for
believing that fraud, waste, abuse or unethical behavior has occurred are
strongly encouraged to immediately report such incidents.

7.1.4 Person(s) interacting with or responsible for PSPRS activities are also
encouraged to report known or suspected incidents.

7.1.5 Although proof of an improper activity is not required at the time the incident is
reported, anyone reporting such must have reasonable grounds for doing so.

7.1.6 Employees with knowledge of matters constituting fraud, waste, abuse or
unethical behavior that fail to report it, or employees who knowingly make false
accusations, may be subject to disciplinary action.

7.2 Protection from Retaliation

A.R.S. § 38-532 Prohibits discrimination or retaliation against employees for reporting
allegations of dishonest acts or cooperating with those conducting an investigation. “It is
a prohibited personnel practice for an employee who has control over personnel actions
to take reprisal against an employee for a disclosure of information of a matter of public
concern by the employee to a public body.”

If it is found that a false report is made by an employee, that person is subject to PSPRS
and State disciplinary actions, up to and including dismissal.

7.3 Confidentiality of Reported Information
7.3.1 Detailed information received pursuant to a report of fraud, waste, abuse,

unethical behavior or any on-going investigation thereof shall be considered
working papers of the Compliance Department which shall be confidential.
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7.3.2 Although every attempt will be made to keep information confidential,
circumstances such as, but not limited to, court order or subpoena may result in
disclosure.

7.3.3 If PSPRS or others have a separate legal obligation to investigate the allegation
(ex: complaints of illegal harassment or discrimination), PSPRS and others
cannot guarantee anonymity or complete confidentiality.

7.4 Methods for Reporting Fraud, Waste, Abuse or Unethical Behavior
Anyone who becomes aware of known or suspected fraud, waste, abuse or unethical
behavior should immediately report the incident via the PSPRS Integrity Hotline using the
mechanisms listed below and/or to an appropriate PSPRS official or State office.

Web Form

Email: hotline@psprs.com

Call: (602) 889-9266

Individuals reporting suspected fraud, waste, abuse or unethical behavior may choose to
remain anonymous by using the web form or phone number methods of reporting.
Although reporting anonymously is an option, no promise of anonymity can be made.
However, all reports will remain anonymous to the extent practical and permitted by law.
Providing contact information is encouraged as follow-up questions and clarification may
be needed to facilitate research on a potential investigation. If you believe that an issue
will likely require an interview to understand the allegation, you must identify yourself.

An individual should not confront the suspected individual or initiate an investigation alone
since such actions could compromise an official investigation.

Incidents should be reported via the PSPRS Integrity Hotline or to one of the following
official(s) or state offices:

Primary Reporting

7.4.1 PSPRS Integrity Hotline
7.4.2 PSPRS Chief Compliance Officer or Chief Internal Auditor
7.4.3 Immediate PSPRS Supervisor or Manager
7.4.3.1 If the incident involves the immediate supervisor/manager, report the
incident to the next highest-level supervisor/manager or one of the
officials or offices listed in this section.
7.4.4 PSPRS Executive Team or Senior Management

7.4.5 PSPRS Operations, Audit and Governance Policy Committee Chair

7.4.6 PSPRS Trustee
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Other Reporting Options

7.4.7 Arizona Department of Administration’s General Accounting Office (ADOA GAO)

7.4.8 Arizona Auditor General

7.4.9 Arizona Attorney General

7.4.10 Arizona State Official

Possible descriptions needed of incident(s) and related parties:

O
O
O

o O

O O O O O O

Nature of the incident
Dates, times, locations and detail of the incident
Names of persons potentially involved

= Are PSPRS employees involved

= Were parties outside PSPRS involved
Names of persons who may have knowledge of the matter
How was the incident discovered
Was there financial loss
» |f yes above, estimated amount
Are pension funds involved
Are other PSPRS monies involved
Rules, regulations and procedures violated
Parties notified at PSPRS
Available evidence or documentation
Any additional information that will aid investigation

7.5 Some examples of fraudulent activities may include, but are not limited to;

7.5.1 Forging or altering any document to present false information for the purpose of
gaining benefits. Such documents may include, but are not limited to, falsified
employment verifications, birth certificates, marriage certificates, adoption records,
divorce decrees, medical records, and accident reports.

7.5.2 Forging or altering any financial document to result in payments or debits being
credited or charged to the wrong person;

7.5.21

7.5.2.2

7.5.2.3

7524

Seeking or receiving payment from a member, retiree, beneficiary,
program participant or employer in exchange for making a decision which
favors that person;

Stealing a member’s identity;

Intentionally distorting the truth to an employee, member, retiree,
beneficiary, program participant, or employer to convince a person or
employer to give up money, property, rights of entitlement, or other
possession rightfully belonging to that person or employer;

Misstatement of a medical condition in order to receive benéefits;
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7.5.2.5 Intentionally taking action which results in a benefit to which the recipient
is not lawfully entitled;

7.5.2.6  Taking steps intended to hinder the detection of any of the above
activities.

7.5.3 The following acts specific to PSPRS employees include but are not limited to:

7.5.3.1 Buying or selling securities based upon material inside information in the
possession of the employee by virtue of his/her position at the PSPRS;

7.5.3.2 Taking for ones’ personal use any funds, securities, supplies, information
or other assets which are known to be property of the PSPRS;

7.5.3.3 Falsifying records for personal gain or to assist others in personal gain;

7.5.34 Corrupting records, programs or property for personal gain or to assist
others in personal gain.

7.5.4 Allegations and concerns regarding fraudulent activity may come from various
sources including, but not limited to, PSPRS employees, Trustees, active members,
retirees, beneficiaries, employers, local boards, contractors, consultants, vendors,
business units, investment partners, business partners and the public, or from the
results of internal or external audits or reviews.

7.6  Any PSPRS employee that receives notice of known or suspected fraud, waste, abuse or
unethical behavior should immediately report the incident(s) via the Integrity Hotline, to the
Chief Compliance Officer, the Chief Internal Auditor or their direct supervisor/manager.

8.0 Investigation

8.1 All alleged reports of fraud, waste, abuse or unethical behavior received by someone other
than the Chief Compliance Officer or the Chief Internal Auditor shall be routed to either the
Compliance Department or the Internal Audit Office.

8.2 Upon report of suspected fraud, waste abuse or unethical behavior, the Chief Compliance
Officer is responsible for conducting triage, coordinating the investigation, and providing
necessary notifications and responses related to suspected incidents of fraud, waste, abuse
or unethical behavior. The Chief Internal Auditor, or designee, will conduct all audits regarding
fraud, waste, abuse or unethical behavior. If the investigation involves the Chief Compliance
Officer or the Chief Internal Auditor, the Administrator, or Administrator’s designee, will act as
the coordinator of such investigation. If the investigation of fraud involves the Executive Team,
the Chairman of the Board acts as the coordinator of the investigation.

8.3 As appropriate, the PSPRS Chief Compliance Officer, with assistance from the Executive
Team, management and Chief Internal Auditor as needed, shall conduct investigations of
potential fraud, waste, abuse or unethical behavior by, but not limited to, PSPRS employees,
Trustees, active members, retirees, beneficiaries, employers, local boards, contractors,
consultants, vendors, business units and business partners associated with PSPRS. The
Chief Compliance Officer shall make appropriate reports or referrals, as necessary, to the
ADOA GAO, Arizona Auditor General, Arizona Attorney General, or appropriate law
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enforcement entity.

8.4 When sufficient facts and circumstances exist to create a reasonable suspicion that fraud,
waste, abuse or unethical behavior has occurred, the Chief Compliance Officer shall submit
a Notice of Investigation indicating the commencement of an investigation to the Administrator
and Chief Internal Auditor.

The Notice of Investigation must identify the nature of the potential fraudulent, wasteful,
abusive or unethical activity to be investigated.

Notification will also be made to the reporting person, when known and appropriate and within
10 business days of receipt of the allegation, whether an investigation has been started. If
facts and circumstances do not warrant an investigation, that decision will be communicated
to the reporting person, when known and appropriate, within 10 business days of the
evaluation decision.

8.5 The Administrator, or designee, notifies necessary PSPRS management and staff to work
with the Chief Compliance Officer to obtain relevant records and documents. The Chief
Compliance Officer conducts the investigation and prepares a written, confidential
Investigation Report. The Investigation Report shall include an action plan and identify
responsible parties.

8.6 The Investigation Report shall be provided to

8.6.1 The Administrator for review and distribution to appropriate Trustees and
management for action plan execution.

8.6.2 The Chief Internal Auditor for summary reporting to the Operations, Audit and
Governance Policy Committee and the Board of Trustees.

9.0 Governance Reporting and Oversight

9.1 The Chief Compliance Officer will keep a log of all reports received, supporting documentation
for investigations and the final written Investigation Report.

9.2 The Chief Internal Auditor will provide a quarterly update and an annual report to the
Operations, Audit and Governance Policy Committee and the Board of Trustees.

10.0 Corresponding Policies and Procedures

Arizona State Personnel System Employee Handbook

PSPRS Board of Trustees Governance Manual

PSPRS HRS-POLICY-010 Acceptable Use of Electronic Equipment and Communications Policy
PSPRS HRS-POLICY-013 Standards of Conduct

PSPRS HRS-POLICY-016 Personal Investing Policy and Procedure

PSPRS CO-PROCEDURE-013 Integrity Hotline and Investigation Procedures

PSPRS CO-PROCEDURE-014 Integrity Hotline and Investigation Roles and Responsibilities
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